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DATA SECURITY

Protecting the data of our customers and our 
business

The Home Depot values and respects the privacy of its customers 
and visitors. Our Privacy and Security Statement provides 
information about how we collect, use and share information we 
collect from our customers and visitors.

We leverage the National Institute of Standards and Technology (NIST) 
Cybersecurity Framework as the foundation of our cybersecurity 
program. As cybersecurity attackers become increasingly more 
sophisticated, our program prioritizes threat mitigation, while focusing 
on maintaining the integrity and resiliency of our systems. We invest 
in our ability to identify, protect and detect security risks within our 
environment.

In the event that we identify a security issue, we have defined 
procedures to respond and recover as quickly as possible. 
Overseeing our efforts on a day-to-day basis is our Information 
Technology Security team, led by an officer-level chief information 
security officer. Our approach enables us to drive a collectively secure 
culture.

• The Home Depot has a Data Security and Privacy    
Governance Committee, composed of a cross-functional   
group of senior leadership, that oversees the security and   
privacy of customer and business information.

• Information security and privacy policies are in place   
and periodically reviewed.

• Targeted audits and penetration tests are conducted   
throughout the year by internal and external entities.

• We are compliant with the Payment Card Industry Data   
Security Standard.

• We engage an industry-leading third party to independently  
evaluate our information security maturity on an annual basis. 

Data Protection

• The Home Depot has established data classification and retention 
policies focused on limiting the risk of unauthorized exposure of 
customer and/or business data.

• Data protection strategies are in place and focused on data 
devaluation and data access monitoring.

Governance, Risk & Compliance • Sensitive data attributes are classified into domains with defined 
security expectations for data-at-rest and data-in-transit.

Vendor Security

• The Home Depot’s vendor risk management program works to 
classify service provider or business partner risk based on several 
factors, including, but not limited to, data type accessed and/or 
retained.

• Service provider or business partner security risk assessments 
are conducted for targeted relationships. 

• Where applicable, service providers and business partners are 
contractually obligated to protect restricted data provided by or 
received from The Home Depot.

Security Awareness

•  Security and privacy training and awareness are provided to all 
associates, and additional customized, role-based training and 
awareness are provided to targeted internal audiences.

 


